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NIBS BIM PROGRAM

NIBS
(Board of Directors )

U.S. National 
BIM Standard (NBIMS)

BIM Council 
(Board of Direction)

BIM Program Partners
(Steering Committee)

U.S. National BIM Program

NBP Workstreams
U.S. National 

CAD Standard (NCS)

Å NBIMS-US Project CommitteeÅ Owner Adoption

Å Project Delivery Implementation

Å Stakeholder Engagement

Å Standards and Guidelines

Å Education and Training

Å Legal and Insurance

Å NBIMS-US Planning Committee

Å NBIMS-US Content Workgroups

Å CORE BIM Workgroups

Å BIM Execution Planning

Å BIM Use Definitions

Å Information Standards

Å COBie

Å Additional under consideration

Å NCS Steering Committee

Å Task Teams

www.nibs.org/BIMC

www.nibs.org/projects/national-bim-program

https://nibs.org/BIMC
http://www.nibs.org/projects/national-bim-program
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To accelerate the digital transformation of the built asset industry to 

achieve optimal economic, environmental, and functional performance of 

our US built environment.
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To transform lifecycle information management practices by creating 

and advancing the consistent adoption of next -generation information 

management standards and practices to significantly improve the built 

environment delivery and operations processes.

PROGRAM VISION

PROGRAM MISSION
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LEARNING OBJECTIVES
WH AT  AR E  WE  H E R E  TO L E AR N ?

Information on receiving Learning Units for todayõs
webinar will be emailed to you after the session.

Identify current standards and requirements 
related to information privacy and cybersecurity 
as it relates to the built environment. 

Current Standards

Recognize and state 1-2 key impacts of 
information privacy and cybersecurity 
requirements to the collaborative digital 
delivery process.

Data Privacy

Explain how technology has evolved in support 
of collaborative digital delivery.

Technology Evolution

Identify 3 process areas impacted by 
requirements supporting information privacy 
and cybersecurity.

Impacts to Process
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In-Session Polling Instructions

To engage everyone, we will be using a polling application called: Mentimeter! 

Hereõs how it works:

1. Scan the code to the right (using your phone)

2. Answer this first question as a trial run

3. Listen for cues to share your feedback throughout the presentation

The results from todayõs surveys will be used in follow up work sessions.

10June 1st, 2022
Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.



11

Webinar : Collaborative Digital Delivery in the 
Age of Information Privacy and Cybersecurity

JUN 1,  2022   |    1 :30 PM ð3:00 PM ET



12

AGENDA

Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.

01 WHY NOW?

02 TECHNOLOGY

03 PEOPLE

04 PROCESS

05 NATIONAL STANDARDS

06 WRAP
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Stakeholders and the status quo

WHY NOW?

Rachel Riopel, AIA

June 1st, 2022
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Digital Practice Leader | HDR Inc.

BIM Council Chair
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Stakeholder Perspectives

ÅOwners
ÅDesigners
ÅContractors
ÅTechnology Partners

June 1st, 2022 14
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With Great Power Comes Great Responsibility

ǒ Data Privacy Example ðCambridge Analytica + Facebook
ǒ Cybersecurity Example ðColonial Pipeline Hack

June 1st, 2022
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Privacy & Cybersecurity.
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WHY ARE WE HERE?
P R E PAR E  TO E N G AG E

Inspire broader understanding of the impacts of security
and data privacy on collaborative digital delivery by
doing the following :

1. Establisha shared vocabulary

2. Identify key impacts to the delivery process

3. Understand implications in technology, people and
process

4. Compile real world feedback to Inform the U.S.
National BIMProgramõsposition on the matter
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The topics we will address in 

todays webinar are simply the 

beginning of what will be 

necessary to understand the 

impacts.

Areas of 

Impact
W hy  w e  sho u l d  ca re ?

What are the 

boundaries?

How does this 

impact our 

relationships and 

ability to achieve 

quality delivery?

In what ways does 

this intersection 

impact our ability to 

achieve efficiency 

and productivity?

People Process Technology

June 1st, 2022
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Industr y 4.0 Impacts on AEC Collaboration

TECHNOLOGY

Nathan Wood

June 1st, 2022
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Welcome to Industry 4.0
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Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.

Construction is Late to the Game.

21June 1st, 2022



±ƛǎǳŀƭƛȊƛƴƎ /ƻƴǎǘǊǳŎǘƛƻƴΩǎ ІSharedPains

Illustration of 
/ƻƴǎǘǊǳŎǘƛƻƴΩǎ lack of 
data/ information sharing
back to internal 
stakeholders

Software
Media & Entertainment

Manufacturing

Financial Services

Construction

¸Red Node Internal Company Data

¸ Blue Node  External Collaborator Data

ςςRed Edge      Connection from Internal

ςςBlue Edge      Connection from External

τ Edge Width     Thicker edge represents 
more frequent connections 
between users

2014 Box.com File Exchange Metadata Analysis

What does this say 
about our industry 
collaboration practices?

Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity. 22June 1st, 2022
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How is Industry 4.0 òRewriting the rulesó of design + construction?

June 1st, 2022
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Privacy & Cybersecurity.
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June 1st, 2022

BIM

AE

AE

Architecture 
Engineering

CDE

Do we have the tools we need for Construction 4.0?

Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
24

AE

PO

PO

Project Owner

Policies
Standards
Governance

?

INDUSTRY

ORG

PROJECT
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Industr y 4.0 Impacts on AEC Collaboration

TECHNOLOGY

Nathan Wood
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Executive Director | Construction Progress Coalition
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On your project, how many 
applications are used to share 
information or collaborate?

June 1st, 2022
Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
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When prompted on a new 
website to accept cookies, what 
do you do??

June 1st, 2022
Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
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Foundational Legal Issues for Digital Delivery

INFORMATION AND DATA PRIVACY

Robert Prostko

June 1st, 2022
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Privacy & Cybersecurity.
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Deputy General Counsel, Intellectual Property and Cybersecurity, and Chief Privacy Officer | Allegion
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Foundational Legal 
Issues

1
Who owns or has rights in the designs and data? 

Derivatives? Reuse?

3

What cybersecurity framework and controls, 

and/or laws apply? Is the 

project/information/data classified? Critical 

infrastructure?  Covered by an NDA?

2
Is personal data involved? If so, what privacy laws 

are applicable? Cross-border transfers?

Preliminary Intellectual Property, Privacy, and 
Cybersecurity Triage Questions

Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
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Å Data Subject Rights Requests

Å Data Protection Impact Assessment

Å Privacy-by-Design

Å 7 Foundational Principles by Ann Cavoukian , Ph.D.

Å Proactive not reactive; preventive not remedial

Å Privacy as the default setting

Å Privacy embedded into design

Å Full functionality ðpositive -sum, not zero -sum

Å End-to -end security ðfull lifecycle protection

Å Visibility and transparency ðkeep it open

Å Respect for user privacy ðkeep it user -centric

Å Privacy-by-Default

General Data Protection Regulation

June 1st, 2022
Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
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U.S. State Privacy 
Laws and Effective 
Dates

Privacy News & Resources

Inside Privacy Blog

International Association of 

Privacy Professionals (IAPP)

State Privacy Law Effective Date

California Consumer Privacy Act 

(CCPA)

January 1, 2020

California Consumer Privacy Rights Act 

(CPRA)

January 1, 2023

Colorado Privacy Act July 1, 2023

Connecticut Data Privacy Act July 1, 2023

Utah Consumer Privacy Act December 31, 2023

Virginia Consumer Data Protection Act January 1, 2023

Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
June 1st, 2022 31
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Common Privacy Themes Have Emerged

Notice Legal Basis Data Security Breach Notice Data Transfer

Proportionality Minimization & Retention Accountability Data Subject Rights Privacy-by-Design

June 1st, 2022
Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
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Cybersecurity 
Standards and Laws

NIST SP 800-171 
(Protecting Controlled Unclassified Information 

in Nonfederal Systems and Organizations)

ISO 27001
Information Security Management System

DFARS 252.204-7012 
(Safeguarding Covered Defense Information and 

Cyber Incident Reporting)

Depending on the nature and type of 

information and data, there are several 

different standards to align to or requirements 

that are applicable

FedRAMP 
(Cloud authorization program for use with U.S. 

government)

Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
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Secure, Scalable, and Simple

To be a great ecosystem partner, you need to master all three

Secure Scalable Simple

CyberDigitalPhysical

Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
June 1st, 2022
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Foundational Legal Issues for Digital Delivery

INFORMATION AND DATA PRIVACY

Robert Prostko

June 1st, 2022
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Deputy General Counsel, Intellectual Property and Cybersecurity, 
and Chief Privacy Officer | Allegion
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When prompted on a new 
website to accept cookies, what 
do you do??
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Rate the impact the following 
will have on your organization.

June 1st, 2022
Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
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MENTIMETER: 
IMPACT OF REQUIREMENTS
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Where perspective and motivation overlap

PEOPLE

Brok Howard

June 1st, 2022
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Privacy & Cybersecurity.
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Product Manager | dRofus



39

39Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.

People CustomersClients

June 1st, 2022
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Designers

Builders

Owners

Design

Requirements

Scope

DATA

40June 1st, 2022
Collaborative Digital Delivery in the Age of Information 
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Rate the impact the following 
will have on your organization.

June 1st, 2022
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Privacy & Cybersecurity.
41

MENTIMETER: 
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What is the greatest risk to your 
organizations cybersecurity?

June 1st, 2022
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PERCEIVED RISK
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Working with Control led Unclassif ied Information 

CUI TODAY

Lynn Burns

June 1st, 2022
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Privacy & Cybersecurity.
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ISSM & FSO | HDR Inc.
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Controlled Unclassified Information (CUI)

All Unclassified Government Information  

Requiring Protection due to Law or Policy

Collaborative Digital Delivery in the Age of Information 

Privacy & Cybersecurity.
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Government CUI

Bureau of Reclamation SLE 02-01, 6 Mar 2015

Department of Treasury , Directive 80-08, 19 Oct 2017

Department of Commerce (DOC) OPBM-NP-18-001, 14 Aug 2019

Department of Defense (DOD) 5200.48, 6 March 2020

Environmental Protection Agency (EPA) CIO 2158.0, 8 Dec 2020

General Services Administration (GSA) 2103.2, 10 Apr 2021

US Geological Survey (USGS) 431.7, 21 May 2021

Nuclear Regulatory Commission (NRC) MD 12.6, 3 Dec 2021

Tennessee Valley Authority (TVA) CUI Policy, 31 Dec 2021

Department of Energy (DOE) O 471.7, 3 Feb 2022

Department of Transportation (DOT) Order 1650.5, 10 Feb 2022

Current Policies

June 1st, 2022
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