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NIBS BIM PROGRAM
NIBS

(Board of Directors )

U.S. National BIM Program

BIM Program Partners BIM Councll

(Steering Committee) (Board of Direction)

U.S. National U.S. National
BIM Standard (NBIMS) CAD Standard (NCS)
Owner Adoption

A NBIMS-US Project Committee A NCS Steering Committee
Project Delivery Implementation
Stakeholder Engagement _ _
Standards and Guidelines A NBIMS-US Planning Committee R Task Teams

NBP Workstreams

Education and Training
Legal and Insurance

A NBIMS-US Content Workgroups

CORE BIM Workgroups
BIM Execution Planning

BIM Use Definitions
Information Standards

COBie

Additional under consideration

www.nibs.org/BIMC

wWwWW.nibs.org/projects/national-bim-program
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PROGRAM VISION

To accelerate the digital transformation of the built asset industry to

achieve optimal economic, environmental, and functional performance of
our US bullt environment.
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To transform lifecycle information management practices by creating
and advancing the consistent adoption of next-generation information

management standards and practices to significantly improve the built
environment delivery and operations processes.
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Current Standards

ldentify current standards and requirements
related to information privacy and cybersecurity
as it relates to the built environment.

Data Privacy

Recognize and state 12 key impacts of
Information privacy and cybersecurity
requirements to the collaborative digital
delivery process.

LEARNING OBJECTIVES

WHAT ARE WE HERE TO LEARN?

Information on receiving Learning Units for t oday 0 s

webinar will be emailed to you after the session Technology Evolution

Explain how technology has evolved in support
of collaborative digital delivery.

Impacts to Process

ldentify 3 process areas impacted by
requirements supporting information privacy

and cybersecurity.

@600
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In-Session Polling Instructions

To engage everyone, we will be using a polling application called: Mentimeter!

Her e os how I t wWor ks:

1. Scan the code to the right (using your phone)
2. Answer this first question as a trial run

3. Listen for cues to share your feedback throughout the presentation

The results from todayos surveys wi | | be used 1 n f ol
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AGENDA

01 WHY NOW?

02 TECHNOLOGY
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WHY NOW?

Stakeholders and the status quo

Rachel Riopel; AlA

Digital Practice Leader| HDRIAE.
BIM Council Chair
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Stakeholder Perspectives

Owner — Private 7%

aOwners

A DeS | g ners Vendor Partner-Tech —..:1|.:..;~,-1.§%

a Contractors -
4 Technology Partners

. . @ Designer
Construction
12% @ Owner — Public
& Other

@ Construction Contractor

@& Vendor Partner-Technology Solution Provider

® Owner — Private

Other 21%
Jther 21% Owner — Public 21%

Building Information Collaborative Digital Delivery in the Age of Information
: . . : : June 1st, 2022
m Management Counci Privacy & Cybersecurity. . 14



With Great Power Comes Great Responsiblility

s Data Privacy Exampled Cambridge Analytica + Facebook

s Cybersecurity Exampled Colonial Pipeline Hack

Cambridge Analytica: how 50m Facebook records were hijacked

1 2
Approx. 320,000 US The app also collected data The personality quiz results were
voters (‘seeders’) were such as likes and personal paired with their Facebook data -
paid $2-5 to take a information from the test- such as likes - to seek out
detailed personality/ taker’s Facebook account ... psychological patterns
political test that
required them to log in
with their Facebook o ® ¢ friends
account ® 6 ® data
® \-/ ©
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... as well their friends’ data,
amounting to over 50m people’s
raw Facebook data

ﬁgorithms combined the data
with other sources such as voter
records to create a superior set
of records (initially 2m people in
11 key states*), with hundreds
of data points per person

These individuals could then be
targeted with

| based
on their personality data

Guardian graphic. *Arkansas, Colorado, Florida, lowa, Louisiana, Nevada, New Hampshire, North Carolina, Oregon, South Carolina, West Virginia
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Bloomberg Subscribe

Technology | Cybersecurity

Hackers Breached Colonial Pipeline Using
Compromised Password

m Investigators suspect hackers got password from dark web leak
m Colonial CEO hopes U.S. goes after criminal hackers abroad

Photographer: Samuel Corum/Bloomberg

By William Turton and Kartikay Mehrotra
June 4, 2021, 1:58 PM MDT




WHY ARE WE HERE?

PREPARE TO ENGAGE

Inspire broader understanding of the impacts of security
and data privacy on collaborative digital delivery by
doing the following :

1. Establisha sharedvocabulary
2. ldentify key impacts to the delivery process

3. Understand implications in technology, people and
process

4. Compile real world feedback to Inform the U.S
National BIM P r o g r mogsriorson the matter
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Areas of
Impact

Why we should care?

The topics we will address In
todays webinar are simply the
beginning of what will be
necessary to understand the
Impacts.

M Building Information Collaborative Digital Delivery in the Age of Information

Management Council Privacy & Cybersecurity.

People

How does this
Impact our
relationships and
ability to achieve
guality delivery?

June 1st, 2022

-

Process Technology
In what ways does What are the
this intersection boundaries?

Impact our ability to

achieve efficiency
and productivity?




TECHNOLOGY

Industry 4.0 Impacts on AEC Collaboration

Nathan\Wood
Executive Director | Construction Progress Coalition
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Welcome to Industry 4.0

=
@%ﬁ.

l §L ! | J}I | T
1800 2000
Industry 1.0 Industry 2.0 Industry 3.0 Industry 4.0
The Industrial Revolution begins. Mass production assembly linesusing ~ Automated production using electronics,  The ‘Smart Factory. Autonomous decision

Mechanization of manufacturing with  electrical power
the introduction of steam and water
power

programmable logic controllers (PLC), IT
systems and robotics
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making of cyber physical systems using
machine learning and Big Data analysis.

Interoperability through lol and cloud
technology.



Crunch time in France

The Ten years on: banking after the crisis

E C O n 0 m i St South Korea’s unfinished revolution

Biology, but without the cells
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The construction industry is among the least digitized.

. : McKi Global Institute industry digitization index: Relativaly iow Relatively high
Construction is Late to the Game. 2015 or latest available data dotizaton daizator
. Digital leaders within relatively undigitized sectors
Assels Usage Labor
\\1 QN .Y Q. \ A 'l"-,l "'.-'5_":__-..|_|r AY -g' ) \ Q. \

\?% @,&;\&% %\3&% \E‘a& \ 8\ % @% % \Q%ﬁf% 5\
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McKinsey&Compan ‘~ Qs 2

. 5, \ H %% 5%\
ICT2

Media ----------
Professional services - I N D R e
Imagining construction’s Francoand novance [N __ I
o Wholesale trade -
digital future Advanced manufacturing [
Oil and gas e e BN
Utilities
Capiltal Projects E.m.d Infrastructure Jun; 2016 E-I"IE!TIICE]E ﬂ"ld malma:am::als
McKinsey Productivity Sciences Center, Singapore
Basic goods manufacturing
Mining
Real estate
Transportation and warehousing
Education
Retail trade
Entertainment and recreation

Personal and local services
Government

Healthcare

Hospitality

Construction

Agriculture and hunting - [ .| | |

'Based on a set of metrics to assess digitization of assets (8 metrics), usage (11 metries), and labor (8 metrics).

- : “Information and communications technology.
Building Information
Management Council Source: AppBrain; Bluewolf; Computer Economics; eMarketer; Gartner; IDC Research; LiveChat; US Bureau of Economic Analysis;

US Bureaun of Labor Statistics; US Census Bureau; McKinsey Global Institute analysis
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What does this say
about our Industry
collaboration practices?

Media & I%'ntertai‘nment

2014 Box.com File Exchange Metadata Analysis

Red Node Internal Company Data -

Blue Node External Collaborator Data :

Construction

¢ ¢Red Edge  Connection from Internal . . .
Financial Services

' “<
y »
.
) T
-
";.-J ~
. .

¢ ¢Blue Edge Connection from External

== Edge Width Thicker edge represents
more frequent connections
between users

Manufacturing
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How I s I ndustry 4.0 ORewriting the ruleso of desigg

Figure 1. What appears to be happening

Deloitte.
University-Press : Technology change
* Mobile, sensors, Al, cognitive computing E
* Access to technology by consumers globally s
o * Technology infiltrates home and political life 3
00
= @
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= .
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9 .-' Gap in business
g o? performance potential
@
.I
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o*’
. @
... ........'.....
-". ......-l""' , .
Il%u."-""""' Business productivity
Ulll:--l-""'
Time

Deloitte University Press | dupress.deloitte.com

Rewriting the rules for the digital age
2017 Delqitte Gldbal Human Capital Trends
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Do we have the tools we need for Construction 4.0?

Policies
Standards
Governan

Stakeholder

Edited by Anil Sawhney,
Mike Riley and Javier Irizarry

Construction 4.0

An Innovation Platform for
the Built Environment

System of Record

o X : All 1 {B
E‘D) Ak' : G D .
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™| EEEE

Document of Record

COMMON DATA EXCHANGE : .f‘l E: .
" o

. 8 | |
CDX provides a visual language %% n$ 5! ‘?

for project teams to define their
collaboration standards. Using:
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TECHNOLOGY

Industry 4.0 Impacts on AEC Collaboration

Nathan\Wood
Executive Director | Construction Progress Coalition
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MENTIMETER: TECHNOLOGY

On your project, how many
applications are used to share
Information or collaborate?

Building Information
Management Council
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MENTIMETER: COOKIES

When prompted on a new
website to accept cookies, what
do you do??

Building Information
Management Council

June 1st, 2022
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INFORMATION AND DATA PRIVACY

Foundational Legal Issues for Digital Delivery

Robert Brostko
Deputy General Counsel, Intellectual Property and Cybersecurity, and Chief Privacy Officer| Allegion

- | Ty
m Building Information i m
Management Council ALLEGION




FOU ndatIOnaI Legal Preliminary Intellectual Property, Privacy, and
ISSU eS Cybersecurity Triage Questions

Who owns or has rights in the designs and data?
Derivatives? Reuse?

|s personal data involved? If so, what privacy laws
are applicable? Crossborder transfers?

What cybersecurity framework and controls,
3 and/or laws apply? Is the
project/information/data classified? Critical

Infrastructure? Covered by an NDA?

. | PTTY
m Building Information N
Management Council ALLEGION'



General Data Protection Regulation

A Data Subject Rights Requests
A Data Protection Impact Assessment

A Privacy-by-Design

A 7 Foundational Principles by Ann = Cavoukian, Ph.D.
A Proactive not reactive; preventive not remedial
A Privacy as the default setting
A Privacy embedded into design
A Full functionality = & positive -sum, not zero -sum
A
A

End-to-end security o full lifecycle protection
Visibility and transparency 0 keep it open
A Respect for user privacy & keep it user -centric
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Dates

State Privacy Law

California Consumer Privacy Act

U.S. State Privacy
Laws and Effective

Effective Date

January 1, 2020

(CCPA)

California Consumer PrivacyRights Act | January 1, 2023
(CPRA)

Colorado Privacy Act July 1, 2023
Connecticut Data Privacy Act July 1, 2023

Utah Consumer Privacy Act

December 31, 2023

Virginia Consumer Data Protection Act

January 1, 2023

Building Information
Management Council

Privacy News & Resources

ALLEGION


https://www.insideprivacy.com/
https://iapp.org/

Common Privacy Themes Have Emerged

Notice Legal Basis Data Security Breach Notice Data Transfer

Proportionality Minimization & Retention Accountability Data Subject Rights Privacyby-Design

Building Information Collaborative Digital Delivery in the Age of Information =.=
. | | June 1st, 2022 32
Management Council ~ Privacy & Cybersecurity. W

ALLEGION



Cybersecurity
Standards and Laws

M\
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Depending on the nature and type of
Information and data, there are several
different standards to align to or requirements

that are applicable

~
-----

ALLEGION



Secure, Scalable, and Simple

To be a great ecosystem partner, you need to master all three

42
G

Scalable Simple

Physical [ Digital | Cyber

Building Information ——
Management Council W
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INFORMATION AND DATA PRIVACY

Foundational Legal Issues for Digital Delivery

Robert Prostko

Deputy General Counsel, Intellectual Property and Cybersecurity,
and Chief Privacy Officer| Allegion
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MENTIMETER: COOKIES

When prompted on a new
website to accept cookies, what
do you do??
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MENTIMETER:
IMPACT OF REQUIREMENTS

Rate the impact the following
will have on your organization.
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PEOPLE

Where perspective and motivation overlap

Brok Howard
Product Manager | dRofus
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owners

Collaborative Digital Delivery in the Age of Information

. . June 1st, 2022
Privacy & Cybersecurity. :

Builders

Designers
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MENTIMETER:
IMPACT OF REQUIREMENTS

Rate the impact the following
will have on your organization.

Building Information
Management Council
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MENTIMETER:
PERCEIVED RISK

What Is the greatest risk to your
organizations cybersecurity?

Building Information
Management Council
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CUI TODAY

Working with Controlled Unclassified Information

Lynih BUrns
ISSM & FSO | HDR Inc
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Controlled

US Critical Infrastructure Sectors where

CUl may be a requirement

. Energy Sector
. Chemical Sector - &Y
5 Financial Services Sector

y -

.

Z

Commercial Facilities Sector

[ 4

.

' Dams Sector
4 Defense Industrial Base Sector
e

-

Building Information
Management Council

Unclassified Information (CUI)

a Food and Agriculture Sector
N Communications Sector — v
N Government Facilities Sector

o ) ‘ Healthcare and Public Health Sector
Critical Manufacturing Sector &

% Information Technology Sector

Nuclear Reactors, Materials, and Waste Sector

Transportation Systems Sector

Emergency Services Sector - Water and Wastewater Systems Sector

For Immediate Release

The White House
November 04, 2010

Office of the Press Secretary
Executive Order 13556 -- Controlled
Unclassified Information

- R

All Unclassified Government Information
Requiring Protection due to Law or Policy

FoR



Government CUI

Current Policies

Bureau of Reclamation SLE 0201, 6 Mar 2015
Department of Treasury , Directive 80-08, 19 Oct 2017
Department of Commerce (DOC) OPBMNP-18-001, 14 Aug 2019

Department of Defense (DOD) 5200.48, 6 March 2020
Environmental Protection Agency (EPA) CIO 2158.0, 8 Dec 2020

General Services Administration (GSA) 2103.2, 10 Apr 2021
US Geological Survey (USGS) 431.7, 21 May 2021

Nuclear Regulatory Commission (NRC) MD 12.6, 3 Dec 2021
Tennessee Valley Authority (TVA) CUI Policy, 31 Dec 2021

Department of Energy (DOE) O 471.7, 3 Feb 2022
Department of Transportation (DOT) Order 1650.5, 10 Feb 2022
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